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CT-RBAC: An Access Control Model in Cloud Computing

CHANG Ling-xia, WANG Feng-ying,ZHAO Lian-jun,JIA Yong-xin,CHENG Zhen

(College of Computer Science and Technology, Shandong University of Technology, Zi'bo 255049, China)

Abstract: The characteristics of cloud computing such as openness, sharing, make the access control more
complicated in cloud computing than it in traditional environment. In order to guarantee the security and reliability of
cloud users and the data on the cloud server in the accessing process, this paper put forward an access control model
named CT-RBAC in cloud computing. This scheme divided the security level of the data on the cloud server and
cloud users, and introduced the set of task situation, what's more, it achieved the access control policy from five
aspects. Finally, it gave out the implementation process of cloud users access the data in the cloud. The analysis
results indicate that CT-RBAC has its obvious advantages. This scheme improves the monitoring ability of the object
owner to the cloud server, guarantees the security and reliability of data, and ensures the well flexibility.
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